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SFTP reporting instructions for transaction reporting
1 Generation of SFTP Keys

The creation and management of SFTP keys used in transaction reporting is
the responsibility of the reporter.

The reporter can create credentials individually for either the testing or pro-
duction environment, or for both environments using a single form. When
the connection is created for both environments using one form, the same
SSH key is used for both environments.

1. Thereporter sends the form containing, among other things, the public
key of the SSH key pair they generated to the Financial Supervisory Au-
thority (FIN-FSA).

2. The FIN-FSA sends the reporter the SFTP credentials and passwords via
secure email.

2 Instructions/Information on Secure Email

The FIN-FSA provides the reporter with the username and password for the
reporting system's SFTP service via secure email. A code is required to open
the secure email, which the FIN-FSA sends via SMS to the contact person
specified in the form.

The process of creating the credentials is partly manual. It can therefore take
several days for a secure email to arrive, depending on the number of report-
ers registered.

3 Instructions for Generating the Reporter's Public Key

Generating a key pair may require support from an IT expert. The key pair
can be generated, for example, using a freely downloadable program from
the internet such as PuTTY Key Generator.

The reporter creates a key pair consisting of a public and a private key. The
public key is saved, and the reporter sends the content of the public key
through the form to the FIN-FSA. The private key is kept only by the reporter
and is never shared.

The private part of the key (private key) should be stored with the same care
as a password, for example, securely in a password manager, and avoid
sharing it through unprotected methods such as email. The private key is
used in the SFTP client software for securely sending and receiving files.


https://secextranet.bof.fi/forms.cgi?form_id=222
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The key must meet the following requirements:

e The key must be of the RSA (SSH2) type.

e The key length must be 4096 bits or longer.

e The key must be provided in OPENSSH format.

An example of how the public key should look is included as an attachment
to this guide.

Please feel free to contact us if you encounter any uncertainties related to
the process/instructions or have any other questions.

For technical inquiries, please contact: trs-support@fiva.fi
For questions related to transaction reporting, please contact: kaupparapor-
tointi@finanssivalvonta.fi
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---- BEGIN SSH2 PUBLIC KEY ----



Comment: "Example Rsa-key-20240524"



AAAAB3NzaC1yc2EAAAADAQABAAACAQCdKPD1Gc6ttBAULqDW6QVxLd8xX6+sMlLu



QY+yszNgwLBwZiPisz2ewZ6ExOBkP+gDOa0yk/z8uXkPOub2gpLIBBIhsbRIZbcr



zBC-BoKZm5dDUeb9Z0o5HcqzvZQaI/h8DM67Q3S+bkA/MlYoWbWXUXgHk8ReFfNxt



C5fK16SAv7NamTiK0YLIRrMTN8RrHnW1ykYiF3s8h6CwutR0l/ob88+uqY9tKaKW



o/DkMfuMs62FP+zwfH2bgito+J67hoQuhvztRIxu18++J55WEexmb6oe84Mfgtnc



EYLPkW0wONVEMkg28WgxGtbfyHHdTrt+e5mXJ8PQ2k7Vzc7VuF1xcDdMfjz2wkUf



rSCXKaBGF626LmTJmpnOOhp0Z1KoZlZP2bH43w+6cXIPQjtp/lKlrQEEqdZDtQxW



gNxBtObw1O0oN+SjQTNwF5RcYgjPlltqQbCu6X2RC3yQwIMcohXBOhuKCc1s3cus



/w7CwAuYZkO9SIKKACy+oxDi/3qSp14AumdnQZoncOMpOZjGrv3Wj7VSCIZM+dnc



1htovjr/GZrZQ//SlNHuH6spyXRgkeeEZcDh9QZbzQmxbrfD0O4fmFI5+xzC8T3A



DFrtJQmb6CMHL7lL3ibVLcEH9r1AfLdUIxONqnrx+jsdp38FetjBXsCtcwp0gU+d



w/jpkP1uLw==



---- END SSH2 PUBLIC KEY ----



